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CYBER SECURITY

Protection for Industrial Control 
Systems

READY
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United States Patent claim ˉ US 13458662
METHOD AND SYSTEM FOR PROTECTION OF AUTOMATED 

CONTROL SYSTEMS FOR SMART BUILDINGS



Importance of 
industrial control systems 
protection

× Infringement of working capacity 
of the key systems at the 
enterprise

× Technological disasters

× Data leakage

Consequences of the 
attacks on the industrial 
control systems 

Stuxnetattack on Iran Nuclear 
facilities in 2010

Know n Worldwide
attacks on the industrial 
control systems 

Attack on the USA energy 
supply facilities in 2011

Attack on Syria state gas and 
oil companies in 2014
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PROTECTION FOR INDUSTRIAL CONTROL 
SYSTEMS



Protection scenario
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PROTECTION FOR INDUSTRIAL CONTROL 
SYSTEMS

PICS is the unique patented 

hardware/software solution and 

the first Intrusion Prevention 

System (IPS) for industrial 

process control systems, which 

detects, prevents or blocks 

malware in information 

infrastructure systems of 

automatic control for various 

production and  technological 

processes:

Highest level

Middle level

Field level

SCADA, MES

PLC, HMI

Sensors, Devices

OUR SOLUTION



Fire-protection system Perimeter defense 

CCTV 

APPLICATION

ɻʆʊʆɺʓʁ
ɹʀɿʅɽʉ

Security systems

PROTECTION FOR INDUSTRIAL CONTROL 
SYSTEMS



Fire-protection system

Supporting: 
Å System sensor
Å Argus-Spectr
Å Arsenal bezopasnosti
Å Arton
Å VERS etc.

ACS and turnstiles

Supporting: 
Å Aler
Å IronLogic
Å Promix
Å Elixetc

CCTV system

Supporting: 
Å CheckTV
Å Line
Å Bolid
Å BiteERGetc.

Barriers

Supporting: 
Å Gate
Å Parsec
Å Perco
Å Bolidetc

CYBERPHYSICAL PROTECTION SYSTEM

Information log for 
ƻōƧŜŎǘΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ



CYBER SECURITY

mobile base station
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BLACK FOX

Mobile case

Mobile base station Black FoxImplementation Methods

Industrial case

Office case

Black Fox ïa virtual mobile base station that allows to build a local GSM-

network with the following functionality:

ᵔ Real time mobile phones tracking in the local area (IMSI, IMEI, activity).

ᵔ Local calls and local text messages to phones in the area.

ᵔ Local calls between phones in the area without bounding to real mobile 

operators.

ᵔ Selective mobile phones blocking in the area according to white list/black 

list policy.
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Different categories on different 
floors 

Zone secure 
from SS7 
attacks

When the elevator stops, the security 

service sees the status of all user mobile 

phones (white list, black list) on a dedicated 

panel/monitor 

Secure 

elevator

BLACK FOX
READY

BUSINESS

Proposed solution to 
governmental 
buildings: special 
elevator and 
categorized floors



JOHN 
TRAVOLTA

Explosive device with 
mobile phone is locked

Criminal
is detected

Security services with the help of 
Black Fox detect the IMEI/IMSI of 
the mobile phone with bomb

Civil mobile link is forcibly locked.
Security Services can use the link

BLACK FOX
READY

BUSINESS

ANTI-TERRORIST
SECURITY



Mobile complex
is fixed up in the 
vehicle

Fire in the building,
people are trapped inside

Send SMS with evacuation

plan with the help of Black Fox

BLACK FOX
READY

BUSINESS

EVACUATION 
SCENARIO



Mobile Black Fox unit 
establishes local cell link 
when GSM link is 
unavailable

Able to call people with cell 
phones in the area of action

BLACK FOX
READY

BUSINESS

ESTABLISHING COMMUNICATION 
LINK IN
DISASTER AREA



CYBER SECURITY

A new generation of car protection against 
cyber threats

LABORATORY
PROTOTYPE

United States Patent ˉ US 8955130

METHOD FOR PROTECTING VEHICLE DATA 

TRANSMISSION SYSTEM FROM INTRUSIONS



AUTOVISOR

HOW CAN YOUR
VEHICLE BE ATTACKED?

Methods of malware penetration in your carôs system are similar 

to those that are used for normal computers.

Wireless 

connection

Troubleshooting 

systems

External data 

carriers

Exposure during 

service 

maintenance

LABORATORY
PROTOTYPE



AUTOVISOR

AFTERMATH

Wheel lockup Sudden airbag 
deployment

The consequences of the penetration of 

malware, viruses and ñbugsò include 

both minor  malfunctions of different 

systems and complete equipment fault:

LABORATORY
PROTOTYPE



AUTOVISOR

AFTERMATH

Disabling 
headlights at 
night

Disabling the 
brake system

LABORATORY
PROTOTYPE


